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Abstract

It is 2025 and the SKA Telescope Control System has
come a long way since the start of construction. The out-
line of the software architecture and some key technology
decisions (including the choice of Tango) were made early.
To keep the geographically distributed teams engaged, and
avoid creating silos and fragmentation, development of vir-
tually all the software components started in parallel; often
while the detailed designs for the custom hardware was still
evolving and before the COTS equipment was selected.
The deployment strategy was adjusted to align with the in-
dustry trends. From designing a software system for hard-
ware that does not exist we arrived at the point where we
can prove that the software can work with the hardware.
However, the software design and implementation meeting
reality uncovered some issues, forcing us to make changes
(ska-tango-base) and learn hard lessons (naive implemen-
tation of event callbacks). Are we ready to deliver a large,
distributed control system? We realize that scalability will
be a challenge. This paper provides an honest overview of
what works and what did not work so well, and how we
address issues.

SKA TELESCOPES - AN OVERVIEW

The SKA Observatory [1] is an international organisa-
tion whose mandate is to build and operate two multi-pur-
pose radio telescope arrays. The SKA Low Frequency Tel-
escope array (in further text LOW Telescope), located in
the Murchison region, Western Australia, with the observ-
ing range 50 - 350 MHz, will consist of more than 131,072
log-periodic antennas organised as 512 stations; the maxi-
mum distance between two stations is 65 kilometres. The
SKA Mid Frequency Telescope array (in further text MID
Telescope), located in the Karoo region, South Africa, with
the observing range 350 MHz - 15 GHz, will comprise 197
offset-Gregorian dishes; the dishes are 15 metres in diam-
eter, the maximum distance between two dishes is 150 kil-
ometres. In both Telescope arrays, the receptors (stations
in the LOW and dishes in the MID) are arranged in a dense
core (with the diameter of ~1 km), and three spiral arms.

The SKA Telescopes will be developed, deployed, and
integrated in several stages. The Control System must pro-
vide enough functionality to support integration and veri-
fication in each stage of development.

The first milestone, known as Array Assembly 0.5
(AAOQ.5), is used to prove that the system can function as
an interferometer; the functionality provided by AA0.5 is
not sufficient to support scientific observations. The
AAO0.5 version of the LOW Telescope consists of 6 sta-
tions, the Correlator and Beamformer (CBF), and the Sci-
ence Data Processor (SDP) able to receive and store visi-
bilities for an array of 6 stations, perform calibration, and
other required processing. The AAQ.5 version of the MID
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Telescope consists of 4 dishes; other subsystems are re-
quired to provide the same functionality as for the LOW
Telescope.

The Control System must provide the APIs and HMIs to
enable integration commissioning teams to understand and
evaluate the state of the system, visibility for the parame-
ters used in calibration, and must be able to configure a
subarray for the supported processing modes, start/stop ob-
servation, configure archiving, provide HMIs for access
the archived data, and more. In short, virtually all key
monitor and control functionality has to be provided but for
a small system.

WHAT HAS BEEN ACHIEVED SO FAR

Amazingly, it works! The first minimalistic version of
the SKA LOW Telescope passed Assembly, Integration
and Verification (AIV) tests, and was handed to the Sci-
ence Commissioning team for further testing with the goal
to verify that the telescope design is fit for purpose (i.e. can
work as an interferometer and matches required perfor-
mance). Control and Monitor software is one of the com-
ponents that enabled the success of this first phase. This
success is the result of years of work on design, implemen-
tation and integration.

The schedule for the MID Telescope integration is some-
what behind the LOW, work on the Dish Structure control-
ler and integration with other components installed in the
dish indexer and pedestal is in progress, we expect to have
a fully integrated dish by the end of 2025. This should be
closely followed by the delivery of three more dishes and
other telescope subsystems. Work on the assembly, inte-
gration and verification of the first release of the MID Tel-
escope will continue in 2026.

Control and monitoring software for both MID and
LOW Telescope provides functionality required to perform
tasks required for verification of these scaled down ver-
sions of the LOW and MID Telescopes. We implemented
a set of Tango Devices that provide API to enable Obser-
vation Execution Tool (or a script) to execute imaging
scans, capture acquired astronomical data, and archive
monitoring data. A set of basic User Interfaces (Taranta
[2] dashboards) provide overview of the Telescope status
and allow users to issue commands to configure and exe-
cute scans. Commands to abort execution of commands
and restart some of the sub-systems and devices are also
provided. However, most of the time testing is controlled
via scripts.

In the meantime, development continues to add more
functionality, improve stability and performance and pro-
vide user friendly interfaces.
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WHAT WORKED WELL

Scaled Agile Framework

Sclaed Agile Framework (SAFe) [3] provides a solid or-
ganisational structure for a word wide collaboration. Soft-
ware teams are organised in 5 Agile Release Trains; each
train comprises people located in at least two continents.
World-wide collaboration can be productive when well or-
ganised. We all learned to consider and adjust for the time
zone differences and different holiday seasons.

Tango Controls

Despite many challenges we had to overcome, the Tango
Controls [4-6] framework is working well. Tango provides
an infrastructure that allows any Tango Device to com-
municate with any other Tango Device within the system;
to reduce complexity, we defined a hierarchical system
[7, 8], and we find that our approach is well supported by
Tango. Each subsystem implements a Tango Device that
represents the subsystem and provides a single point of ac-
cess for monitoring and control.

Advantage of this approach is simplified communication
flow. Details of implementation are internal to each sub-
system, it is key that the monitor and control interface is
well defined and agreed on.

How it works:

e Works well for configuration of complex systems (al-

lows separations of concerns, provides hi-level view).

e Does not work well for the cases where high-volume

of monitoring and/or control data has to be exchanged
between the devices in different sub-systems. Had to
make exceptions and introduce other communication
methods (Katka [9]). We may need to make more ad-
justments as the system scales to its full size. This was
expected because Tango Controls, by design, is a low
frequency monitor and control framework (~10s of
Hz) that does not support frequent high volume data
transfers.

Base Classes, State Machines

Early in the project we defined a set of state and mode
indicators and related state machines and started develop-
ment of the base classes that implement a common set of
states and modes [7, 8]. This has proven very useful as it
encourages harmonisation of implementation of monitor
and control software.

WHAT TOOK TIME

Getting the Foundation in Place

Although initiated at the beginning of construction, the
base classes (ska-tango-base) are still evolving [8, 10-11].
It took us many iterations to get the foundation into a state
that the users are happy with. We believe that we are now
close to finally having a set of base classes that are fit for
purpose and software we are proud of (proper practices).

We learned that an unregulated approach to the evolution
of software infrastructure does not work (too many cooks).
Everyone with a ‘good idea’ made changes that did not
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necessarily integrate well with the intended and existing
design.

Getting the foundation right includes refactoring ska-
tango-base without breaking existing software. We learned
how to properly use deprecation of features, which is key
for software stability, but requires additional effort and
skill. In the long run the investment pays off, in a project
of this size, it is inefficient and impossible to keep all the
sub-systems in lockstep.

Getting the CI/CD Integration Environment
Right

A lot of time and effort was invested as we experimented
with various approaches to integration testing in a virtual
environment. We are constantly evolving and improving
our ability to integrate as many products as possible before
deploying to test facilities.

Delays in Delivery of Components

Delays in delivery of some components forced us to
change the plans, as the lack of components required for
testing and verification forced us to invest more time in the
development of simulators, thus increasing workload for
the software development teams. However, some issues
can be uncovered only when real components are available.

WHAT WE NEED TO IMPROVE
Handling Failures

We need to improve how we handle failures and improve
ability to function in the presence of failures. If one com-
ponent fails, the rest of the system should continue to func-
tion. The telescope architecture allows observations to be
executed even when most of the receptors and signal pro-
cessing resources are not available. It is up to the user to
define the minimum requirements for each observation.
The Telescope Control System should enable observations
to continue as long as the user specified minimum require-
ments are met. For a long time, software verification and
integration was conducted in a virtual environment, mean-
ing that software developers were not exposed to the real
world issues and scenarios. Initiatives are on the way to
improve ability to detect and report failures, to continue to
function in the presence of failures, and to be able to re-
cover from failures.

Status Reporting

Status reporting should be improved to provide the op-
erators with timely information regarding availability of
the resources (receptors and signal processing resources)
and performance. This requires software to assess and re-
port impact of failures on the ongoing observations, and
availability of unused resources.

Development Practices and Process

Need to streamline development practices and pro-
cesses. There is a sense that some of the development prac-
tices and processes are overengineered and are preventing
developers to quickly iterate the development cycle of
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coding, committing, testing. For example, in the initial CI
setup, three linters were used to check Python code, result-
ing in a situation where one of the linters suggests a modi-
fication which gets reported as an issue by one of the other
two linters. This led to frustration among developers.

Recently, some of the teams adopted a single, more mod-
ern linter (ruff [12]) that provides most features in a single
tool, this should be universally adopted.

Developers sometimes wait up to 20 minutes for the
linter to complete during a pipeline run in CI. Suggestion
is to perform linting as a single final step before merging,
this would save time.

Logging

Logging is not uniformly implemented, several ways are
used to produce logs: printing to stdout, logging with Py-
thon loggers, logging with the Tango logger, logging with
the SKA Tango logger (implemented in ska-tango-base).
In some cases, using an alternative approach is justified
(e.g. an API of the SKA Tango logging makes it unsuitable
to be used in certain situations), but in others the choice is
based on the preferences of developers, or due to missing
functionality in the SKA Tango logging system. As a re-
sult of the recent refactoring of the SKA Tango base clas-
ses it is now much simpler for developers to use the SKA
Tango logger. We hope that this will provide sufficient
incentive to harmonise implementation of logging.

However, not all is bad when it comes to logging, virtu-
ally all software products adhere to the standard log format,
defined on the SKA Developers Portal [13].

Integration Testing

Testing of the integrated system as early as possible
helps uncover issues not detected when testing in a virtual
environment using simulators; this is where issues related
to timing and synchronisation get detected, as well as is-
sues related to inadequate handling of errors and failures.
And it is during the integration that we sometimes find out
that not all development teams fully commit to the appli-
cation of the common practices and rules. It is hard to find
the best approach to integration, products should be inte-
grated as early as possible to detect inconsistencies, misun-
derstandings and errors, however, using early releases of-
ten requires additional time and effort from the integration
team, as they end up investigating issues that should be de-
tected during the product verification. It is sometimes hard
to identify the ideal time to deploy in the integration and
test facility. To increase the quality of the software prod-
ucts that we deliver to integration and test facilities, we
need more advanced simulators to help uncover issues
while testing in a virtual environment.

Database Management

We need to develop a detailed plan for deployment and
management of data bases, including:
o Tango Database (TangoDB) — The TangoDB is the
core of every Tango Controls system [14]
o Engineering Data Archive (EDA) [15]
o Alarm Management System (AMS) [16]
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WHAT TANGO IS MISSING
Web-based User Interfaces

The Tango ecosystem does not provide professional
web-based graphical user interfaces. Most of the Tango
GUIs are desktop applications because most facilities in
the Tango community did not make the switch to web-
based utilities yet. The SKAO is at the forefront when it
comes to the need for all the user facing tooling to be web-
based. Among others, the SKA needs web-based tools that
provide an overview of the telescope status and allow for
some configuration and control. We also need tools to pro-
vide a more detailed view and some control for each of the
sub-systems, and, in some cases, for individual devices.
SKAO also needs:

e Alarm displays and Uls for alarm management in-

cluding managing alarm configuration.

o UlIs for displaying the content of the Engineering Data
Archive (time series engineering data) and for manag-
ing configuration of archiving.

o UlIs for displaying and filtering logs.

Key requirements for User Interfaces can be summarized

as follows:

e Web-based.

o User friendly.

o Able to handle a large number of attributes, monitor a
large number of devices, across several Tango facili-
ties.

e Performance to match need for monitoring in real-
time, allowing telescope operators and maintainers to
closely monitor overall status of the telescope and,
when needed, status of individual devices.

SKA invested in the development of Taranta [2], but alt-

hough greatly improved, Taranta still does not meet all the
requirements.

Documentation and Examples

Tango Controls documentation [17] has been improved
a lot but still lacks good examples of Tango devices that
demonstrate certain aspects of the capabilities, for exam-
ple: events handling and subscription. As a consequence,
in some cases in the SKA software, bad implementation of
callbacks impacted the ability to handle events and the
whole event handling machinery came to a perceived
standstill, leading to raising concerns regarding Tango
ability to handle events. As soon as the callback imple-
mentation was corrected, the concerns about event system
performance and reliability proved unfounded.

WHAT WE DON’T LIKE
TO TALK ABOUT

Impact of Containerisation

The way we use Kubernetes and containerisation makes
debugging very hard. To avoid potential security issues
and unintended breaking of the containerised system, no
debugging tools are installed in any container. A sidecar
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approach is now considered and would benefit developers
a lot when they need to debug issues in running containers.

Kubernetes + firewalls + VPNs are not made for Tango:
One has to jump through many hoops to make real hard-
ware work with a Tango system that runs in one of the clus-
ters. Single Pixel Feed Controller (SPFC) & Single Pixel
Feed Receiver (SPFRx) are good examples; both are hard-
ware components with Tango software that cannot run in
Kubernetes due to the hardware's interface for software.

Kubernetes is impacting how we deploy our system.
Due to the limited number of pods per node (Kubernetes
allows up 250 pods per node), we are forced to run more
than one Tango device per Tango device server. This leads
to scalability issues that are imposed on the Tango device
servers: more devices per device server result in more
Tango events per device server, this in turn puts the single
threaded event handling in the device servers under more
pressure. This can lead to severe delays in event delivery
to the event callbacks which in turn has a direct impact on
the operation and performance of the respective Tango de-
vices.

More than once, we encountered intermittent issues with
event handling which are hard to diagnose, a problem ex-
acerbated by the way we deploy software (containerisa-
tion), plus restricted access to the test facilities: firewalls,
VPN, etc.

Impact of Authentication, Authorization and
Auditing (AAA)

AAA implementation was harder than expected. The
choice of authentication services (Entra ID) imposed un-
foreseen complexity on the implementation. In one case
the lack of being able to register "*.service.somedomain"
to support multiple subdomains with yet undefined names
required a rewrite of parts of an existing software package
(Engineering Data Base — EDA [14]). It is understandable
why an authentication service would not allow this, but
such restriction was not anticipated by the designers of the
software package.

Also, the registration process is not yet scriptable. As a
result, each service has to be manually registered, and the
number of services / devices even in the current, minimal-
istic version of the SKA Telescopes is significant.

CHALLENGES AHEAD

Scaling to the planned SKA size. One of the main re-
quirements for the SKA Control System is scalability, we
planned and designed for scalability, and we implemented
the software to scale up. But in order to really know "how
much of what" we need facts and numbers. Therefore, an
agile approach is taken to deploy software subsystems and
components first, then identify the bottlenecks and scale up
the number of software components to alleviate the bottle-
neck. We already encountered issues with the number of
attributes and events and solved those issues. We will con-
tinue to solve the issues as they get identified.

In addition to the performance issues related to handling
events and commands in real-time, scaling to the planned
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SKA size means adding thousands of devices to the Tango
DB and managing the Tango DB effectively, managing the
network configuration, and other infrastructure. We still
have to develop procedures and tools to efficiently handle
configuration and deployment.

WHAT WE WOULD DO DIFFERENTLY
NEXT TIME

Avoid focusing on the delivery of ‘user value’ too early
in the development, instead, at the beginning of the con-
struction, focus on the delivery of good design and good
foundation.

Invest more resources in the development of the base
software at the beginning of the project.

Test how the system scales early in the development pro-
cess. Deploy a production size system using wireframe
components. This can be used to test both the design con-
cept and deployment strategy. Wireframe components do
not need to implement functionality; it is sufficient to im-
plement few basic functions (e.g. initialize, start/stop), de-
ploy and instantiate all software components, preferably
scaled to the full size of the system, and execute a select
set of test cases. This can help identify weaknesses and
flaws in the design and in the deployment strategy, before
fixing them becomes costly.

Define User Interface (UI) concepts and select Ul tech-
nologies early in the project; develop UI in parallel with
the Control System. Development of User Interfaces fo-
cuses developers on the user needs and allows users (test-
ers, operators, maintainers) to provide input early in the de-
velopment process.
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